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Introduction: 

This	month’s	report	comes	during	the	centre	of	the	COVID-19	
outbreak	and	this	is	obvious	throughout	our	metrics.	We	also	
apologize	for	the	delay	and	compact	version	of	our	monthly	report,	
our	remote	team	are	focusing	on	helping	users	and	businesses	
with	specific	quantifications	more	during	this	time.	

That	said,	one	of	the	most	obvious	trends	we	see	in	Boardish,	and	
this	also	comes	after	several	sessions	with	our	clients	is	the	fact	
that	most	IT	&	Cyber	budgeting	processes	have	been	halted.	

Ongoing	budget	approval	has	been	replaced	with	spending	
evaluations	business-wide	whilst	organizations	evaluate	the	
landscape	in	relation	to	COVID-19	and	monitor	closely	before	
making	a	decision.	In	fact,	when	writing	this	report	(beginning	
of	April)	we	see	that	only	58%	of	users	who	usually	update	their	
information	monthly	did	so	this	month,	it	is	still	the	“period	of	
shock”	for	most.

As	the	latter	half	of	the	month	ended,	organizations	have	started	
to	understand	it’s	not	just	a	short-term	reality.	This	means	the	
pressure	on	IT	and	Cyber	processes	during	the	COVID-19	outbreak	
has	led	to	more	updates	in	the	system	from	quarterly	users	as	
professionals	and	managers	analyze	spending	to	present	to	
decision-makers.

Now,	financial	numbers	are	more	important	than	ever	and	we’ve	
seen	an	increase	in	the	number	of	simulations	being	done	on	
the	same	threats,	showing	that	decision-makers	are	placing	an	
increased	importance	of	financial	figures	for	decision-making.	

* Each report is based on the trends and data from the previous 
month. In this case, March 2020. 
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The Threat Landscape

Below are the 3 biggest threat changes to be aware of and how cyber professionals are 
prioritising these threats in their organizations. As in the previous month there were several 
variations of ‘not being mobile’ which we have combined for the purpose of the report into 
‘immobility’. From what we’ve seen, this is because organizations are having to plan and 
budget for long-term IT resources to accommodate home working. More than had been 
initially planned. 

Highlights

1.  Significant Increase of 21% in  
“Phishing” threats. 

a.		“Chance	of	Losing	the	Market	position”	
has	remained	for	almost	all	cases	at:	
Medium.

b.		Regulation	impact	for	most	cases	is:	High.

c.		Turnover	days	Loss	is	has	increased	by	
almost	50%

2.  The joint second largest threat increase 
was Immobility (which was the leading 
threat last month) which has risen by 11% 
from last month. 

a.		“Chance	of	Losing	the	Market	position”	
is	set	to	HIGH	for	most	of	the	cases

b.		The	amount	of	turnover	days	lost	as	a	
result	of	Immobility	has	also	increased	
by	26%.	

3.  Ransomware has increased in threat 
severity by 5%

a.		Chance	of	losing	market	position	
remained	in	almost	all	cases	as:	High.	

b.		Regulation	impact	for	most	cases	is:	High.

Boardish Main Threats Changes

Phishing

Immobility

Ransomware

21%

11%

5%
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Threat This month 1 Month ago 2 Month ago

Phishing 21% 8% Insufficient	data

Immobility 11% 42% Insufficient	data

Ransomware 5% 8% 11%

3 Month Comparison

Comparing	the	top	three	threats	
for	the	last	three	months	shows	
these	changes	in	trends.	

Phishing

Phishing	increased	last	month	but	this	month	it	
managed	to	make	it	to	the	top	of	the	threats	with	
an	increase	of	21%	from	our	Boardish	users.	This	
stands	out	as	a	clear	warning	to	all	professionals	
that	threat	actors	are	using	COVID-19	to	their	full	
advantage.	

We’ve	seen	COVID-19	related	phishing	emails,	
domains,	texts,	and	even	Zoom	domains	working	
‘full	throttle’	against	your	users.	Targeting	both	the	
fear	of	the	current	situation	whilst	people	search	
for	information	and	the	inexperience	of	many	using	
online	conferencing	and	remote	working	tools.	

Phishing	is	still	one	of	the	most	efficient	attack	
vectors	as	it	relies	on	the	unpredictability	of	users	
rather	than	technology.	Most	cyberattacks	in	
our	experience	have,	in	some	form	or	another,	
happened	through	phishing	incidents.

This	month	we	see	very	clearly	that	phishing	
attacks	are	focused	on	smaller	size	organizations	
and	exploiting	the	fact	they	are	likely	to	be	
equipped	and	protected	working	from	home,	and	
will	be	using	BYOD	(Bring	Your	Own	Device)	and	
‘local/non-company’	software.

Key takeaway: 

The	‘bad	guys’	are	not	stopping	in	this	global	crisis,	in	fact,	they	are	doing	the	opposite.	Accelerating	
their	efforts,	leveraging	the	fact	the	world	is	in	a	bit	of	chaos	and	many	cyber	best	practices	are	
overlooked	in	favour	of	‘just	trying	to	keep	going.’

Be	MORE	aware,	more	cautious!	Especially	for	emails	and	contacts	that	are	COVID-19	or	remote	
working	tool	related!

Let	users	know	that	the	likelihood	is,	if	you	get	an	email	on	COVID-19	which	requires	you	to	take	
action,	it’s	a	phishing	attempt.	
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Key takeaway: 

There	is	no	‘code	of	honour’	for	black-hat	
hackers.	The	COVID-19	outbreak	only	created	
more	opportunities	for	them	which	they	are	
readily	exploiting.	Ransomware	is	still	the	
clearest	business	model	for	them	to	get	
quick	and	easy	money.	Particularly	when	
businesses	are	on	the	brink	as	it	is.	

Ransomware

Ransomware	is	continuing	to	grow	and	has	
increased	a	further	5%	over	the	last	month’s	8%	
increase.	Even	prior	to	the	COVID-19	outbreak	
we	were	seeing	trends	that	Phishing	was	the	
number	1	‘entry	vector’	for	the	ransomware	
‘business	model’	for	the	bad	guys.	

Currently	we’ve	seen	ransomware	used	against	
medical	institutions	which	are	researching	
solutions	and	vaccinations	for	COVID-19,	so	if	
there	was	any	question	if	there	was	a	‘code	of	
honour’	there	is	clearly	none.	

More	zero-day	exploits	are	being	disclosed,	
including	one	of	the	scariest	ones	to	this	day,	
“font	parsing	remote	execution”	which	can	be	
executed	with	minimal	penetration	effort.

This	vector	is	already	being	used	and	helping	to	
execute	ransomware,	but	currently	to	this	date	
when	writing	the	report	–	Microsoft	has	not	yet	to	
release	a	fix.

Threats Insight: 

The threats from hackers have increased 
with remote working and it’s highlighting 
the need for awareness now more than 
ever! COVID-19 is more of an opportunity 
for them to do more harm (and make more 
money) but we don’t need more scare 
tactics during this uncertain 
time. We need user and 
business awareness. So that 
you’re not hit with Phishing 
and Ransomware at the 
time it could hurt you most! 

Key takeaway: 

Not	being	mobile	or	able	to	work	remotely	is	a	clear	high-level	threat	with	a	high	chance	of	having	
an	impact	on	your	business	positioning	if	you	can’t	achieve	mobility.	

Plain	and	simple	-	being	mobile	is	what	makes	the	difference	between	being	able	to	operate	or	not	
in	the	current	technological	landscape

Immobility 

Immobility	is	the	issue	of	staff	in	a	business	not	
being	able	to	work	remotely	from	other	locations,	
for	example	at	home.	And	last	month,	it	was	the	
top	threat	in	Boardish.	

This	month	we	want	to	highlight	a	very	important	
sub	metric	–	‘Chance	of	Losing	Market	Position’

• In	January	Immobility	wasn’t	even	in	the	top	
10	threats	and	had	a	Low	or	No	‘Chance	of	
Losing	Market	Position’.

• In	February	when	COVID-19	started	to	
become	impactful	to	businesses,	it	shot	to	

the	top	spot	as	the	number	1	threat	with	a	
Medium	‘Chance	of	Losing	Market	Position’.	

• Now	in	March,	it’s	the	second	highest	threat	
with	a	High	‘Chance	of	Losing	Market	Position’

This	means	that	in	3	months,	‘Immobility’	jumped	
from	an	almost	non-existent	issue	in	most	
organizations	to	THE	threat	with	a	‘High’	chance	
of	losing	your	business	positioning.	It	really	
highlights	the	importance	of	regular	analysis	on	
threat	vectors	in	a	business.	And	how	the	threat	
landscape	for	IT	and	Cyber	is	changing	very	
quickly	as	an	eco-system.	
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The Solutions Landscape

The changing threat landscape has meant cyber 
professionals are changing their approach towards 

solutions. Below are the key changes across the solution 
landscape during March 2020. 

Highlights

1.  92% increase in ‘User Awareness training’ 
being used as a solution. 

2.  60% increase in ‘Remote Conferencing’ as 
a solution 

3.  13% increase in ‘identity and access 
management’. 

Boardish Main Solutions Changes

61%

User awarness Training

92%

Remote Conferencing

Identity and access 
management

13%

Solution This month 1 Month ago 2 Month ago

User	Awareness	Training 92% Insufficient	
Data

11%

Remote	Conferencing	 60% 371% Insufficient	
Data	

Identity	and	Access	
Management	

13% 51% Insufficient	
Data

3 Month Comparison

Comparing	the	top	three	threats	for	the	last	three	months	shows	
these	changes	in	trends.	
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User Awareness Training

User	Awareness	training	is	to	back	to	the	top	
solution	list,	in	our	February	report	(based	on	
January	analytics)	it	was	on	top	with	an	11%	
increase	and	now	its	back	with	a	huge	increase	
of	92%.

Our	Analysis	of	this	trend	is	connected	very	
clearly	with	2	major	elements:

1.	 Phishing	attacks,	as	mentioned	in	the	
previous	section,	are	on	a	steep	rise	currently	
during	the	COVID-19	pandemic	period	and	
user	awareness	training	are	one	of	the	most	
efficient	solutions,	particularly	for	remote	
workers!	

2. This is one of the most cost efficient (Aka 
Cheapest solutions)	to	solve	a	big	problem,	
and	without	a	doubt	has	the	best	ROI.	During	
this	period	where	organizations	are	very	
cost-sensitive	and	careful	with	expenses,	it’s	
one	of	the	top	proposed	solutions.	

Identity and Access Management 

Keeping	its	place	in	the	top	3	as	for	last	month	
with	an	increase	of	13%	against	last	month’s	51%	
increase.	The	new	reality	of	remote	working	
is	keeping	this	solution	in	high	demand	for	
security-conscious	companies	of	all	sizes.	

We	see	that	most	companies	are	using	MFA	
solutions,	starting	with	the	built-in	MFA	function	
available	in	most	SaaS	solutions.	The	sad	reality	
of	this	is	that	MFA	hasn’t	been	enabled	up	to	
this	point,	but	we	are	now	seeing	them	used	
in	combination	with	VPN	solutions	to	further	
increase	remote	identity	management.	

An	interesting	‘quick	fix’	we	are	seeing	is	
combining	VPN,	MFA	and	Geographical	
conditioning,	because	travel	has	stopped,	and	we	
know	the	countries	in	which	our	users	are	working	
from.	Geographic	conditional	/	filtering	is	one	of	
the	easiest	security	measures	organizations	can	
deploy	immediately	to	secure	remote	working.	

Key takeaway: 

In	many	cases	most	of	your	team	is	working	
remotely	and	this	means	they	are	targeted	
for	phishing	attacks	outside	of	the	traditional	
‘control	perimeter	of	security’	and	comfort	
zone	for	many	cyber	professionals.	Whether	
this	is	using	private	computers	and	devices	
or	on	far	less	protected	networks,	user	
awareness	training	is	the	quickest	and	most	
affordable	way	to	provide	the	first	line	of	
defence	for	your	users	during	this	period.

Key takeaway: 

There	are	no	excuses	anymore,	MFA	is	
being	enabled	for	everything	and	most	SaaS	
solutions	are	making	it	mandatory	anyway.	
Professionals	are	looking	for	clever,	quick	
workarounds	that	facilitate	remote	working	
AND	staying	secure,	like	configuring	your	
Firewall	and	Cloud	system	to	only	allow	traffic	
from	the	location	of	your	users.	

Remote Conferencing
Last	month,	Remote	Conferencing	jumped	from	
the	bottom	of	the	solution	list	to	the	top	with	
a	huge	371%	increase.	This	month	it	continues	
to	grow	at	a	stabilized	60%	increase.	It	is	now	
becoming	clearer	that	Remote	Conferencing	isn’t	
a	“buzz	word”	or	a	“trend”.	It	is	becoming	the	new	
reality	for	the	foreseeable	future.	

Remote	conferencing	is	not	only	describing	
video	and	audio	chats	but	also	tools	to	truly	work	
remotely	as	a	team	efficiently,	and	securely.	In	
relation	to	specific	vendors,	we	saw	a	huge	spike	
for	Zoom	conferencing	which	started	to	decline	
when	discussions	of	security	and	privacy	became	
public.	Microsoft	TEAMS	has	then	started	showing	
a	steady	increase	in	this	sector	as	an	alternative.	

Key takeaway: 

Working	remotely	is	the	new	reality	right	
now	and	many	IT	and	Cyber	professionals	
are	trying	to	make	sure	their	teams	have	
the	tools	it	needs	to	work	in	this	new	reality.	
But	we	need	to	highlight	the	importance	of	
making	sure	security	best	practices	are	in	
place.	Proper	security	methodologies	on	
remote	working	tools,	including	DLP,	identity	
and	access	management	and	more	are	
needed	to	facilitate	this	remote	working	and	
are	just	as	important	as	the	tools	that	are	
being	used	for	conferencing.
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The Effectiveness of  
Solutions Against Threats

The Threat Protection Factor (TPF) section is part of what makes Boardish unique as it helps to 
determine how efficient your solutions are at mitigating threats, both in the cloud, and on-prem. In 
this report the TPF are a mirror of the changes in the solution landscape, this is mainly due to the 
shift in priorities because of the outbreak. This has meant the ‘day-to-day’ priority is now focusing 
on the quick remediation of urgent threats.

Highlights

1.  ‘User Awareness Training’ saw an increase 
of 46% efficiency. 

2.  ‘Remote conferencing’ solutions saw an 
increase of 42% efficiency 

3.  ‘Identity and Access Management” saw an 
increase of 8% efficiency 

Boardish Main TPF Changes

User Awerness Training

46%

Remote Conferencing

8%

Identify and Access Management

42%

Threat Protection 
factor 

This 
month

1 Month 
ago

2 Month 
ago

User Awareness 
Training

46% Insufficient	
data

Insufficient	
data

Remote	
Conferencing	

42% 75% Insufficient	
data

Identity	and	Access	
Management	

8% 22% Insufficient	
data

3 Month Comparison

Comparing	the	top	three	threats	for	the	last	three	
months	shows	these	changes	in	trends.	
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User awareness training 

User	awareness	training	which	is	also	the	
leader	in	our	solution	analytics	this	month	has	
the	highest	efficiency	change	this	month.	This	
is	because	the	user	awareness	training	helps	
to	mitigate	some	of	the	largest	threats	this	
month.	It’s	being	used	more,	and	its	efficiency	is	
increasing.	

We	did	not	expect	to	see	TPF	changes	this	
month	and	the	fact	the	users	are	updating	even	
during	this	period	shows	how	impactful	this	
solution	is.

If	we	are	also	considering	that	this	is	happening	
in	the	middle	of	the	COVID-19	outbreak	it	shows	
us	how	quickly	the	efficiency	of	User	awareness	
training	can	be	measured.	It’s	much	quicker	and	
cheaper	to	teach	a	user	to	spot	a	phishing	email	
than	to	implement	and	fine	tune	complicated	
anti-phishing	solutions.	

Remote conferencing 

Last	month	remote	conferencing	was	at	the	top	
with	a	75%	increase	in	efficiency,	whereas	this	
month	it	is	in	second	place	with	an	increase	of	
42%.	Such	a	high	efficiency	level	increase	month	
after	month	shows	how	this	solution	is	solving	
the	biggest	problems	of	this	period…	immobility,	
as	it’s	facilitating	remote	working.	

For	remote	conferencing	we	see	the	biggest	
spike	in	small	and	medium	organizations,	where	
these	tools	are	being	used	for	the	first	time	and	
they	are	unfamiliar	with	them.	

Identity and Access Management

Month	after	month	we	see	the	increase	in	the	
efficiency	of	IAM	solutions,	this	month	is	an	8%	
increase	against	a	22%	rise	last	month.	The	most	
interesting	insight	we	are	seeing	is	that	this	
month	the	update	came	from	small	and	medium	
organizations	whereas	last	month	it	was	mostly	
large	organizations.

Key takeaway: 

This	month	we	can	see	again	a	clear	trend	
for	the	solutions	which	are	being	the	most	
efficient,	they	are	the	ones	which	are	quick	
to	deploy	and	bring	quick	results,	and	in	
most	cases	the	best	ROI.

In	the	Boardish	eco	system	we	are	seeing	
that	during	the	COVID-19	outbreak	
the	biggest	threats	are	with	regards	to	
Immobility,	Phishing	and	the	results	of	
phishing	(Ransomware	etc.).	

When	we	consider	this	with	the	fact	that	
most	organizations	are	freezing	their	
budgeting	to	‘wait	and	see’	what	will	
happen,	it	makes	sense	that	solutions	
with	high	ROI	and	low	costs	like	user	
awareness	training	and	IAM	are	being	
utilized	the	most.	
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Regulatory Impact (GDPR) 

As most of the regulatory impact is incredibly complex, Boardish is currently only quantifying the 
regulation impact of threats from a GDPR perspective. The regulatory section is one of the few 
Boardish areas not really impacted by COVID-19. This makes sense because the largest threat of 
immobility is not directly related to GDPR impact. 

Of course, as we’ve mentioned, remote working without proper security can increase the likelihood 
of GDPR impact but that has not yet reflected in our Boardish ecosystem.  

With that in mind, here’s the findings for this month:

Highlights

1.  6% increase in the regulation impact of 
Phishing threats

2.  3% increase in the regulation impact of 
Data Breach threats

3.  2% increase in the regulation impact of 
Ransomware threats

Boardish main Regulation  
impact Changes

Phishing 

Data Breach 

Ransomware

2%

3%

6%

Threat GDPR 
impact 

This 
month

1 Month 
ago

2 Month 
ago

Phishing 6% 11% 11%

Data	Breach	 3% 6% 20%

Ransomware	 2% 6% 18%

3 Month Comparison

Comparing	the	top	three	regulatory	impact	threats	for	
the	last	three	months	shows	these	changes	in	trends.	
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Data Breaches 

Data	breaches	increased	3%	alongside	
ransomware	but	we	have	also	noticed	that	most	
organizations	are	not	“focusing”	on	GDPR	impact	
in	this	period.	This	can	also	be	better	explained	
by	the	fact	that	many	businesses	are	limiting	
their operations or closed so there is a reduced 
chance	of	a	breach.	

Ransomware

Ransomware	as	a	regulation	impact	threat	has	
slowed	down	month	after	month	and	this	month	
is	its	lowest	at	2%.	That	said,	we	think	that	this	
month	the	reason	for	this	is	because	more	IT	and	
Cyber	professionals	are	focusing	on	threats	and	
solutions,	and	less	on	the	regulation	impact.	

Phishing

Phishing	regulatory	impact	severity	has	stayed	at	
the	top	of	our	list	from	last	month’s	report.	Which	
shows	that	phishing	is	becoming	one	of	the	
leading	causes	of	GDPR	impact	on	a	business.	
Primarily	because	it	often	leads	to	ransomware	
and	data	leakage	on	a	huge	scale.	

Having	increased	another	6%	over	the	last	
month,	it	shows	that	it’s	maintaining	its	
importance	among	cyber	professionals.	

Key takeaway: 

Regulation	impact	has	taken	a	much	lower	
engagement	rate	this	month	during	the	
COVID-19	outbreak,	which	makes	sense	as	
many	organizations	are	quantifying	threats	
and	solutions	with	high	market	impact.	It	
seems	that	regulation	impact	is	being	put	to	
the	side	for	this	month	and	we	predict	it	will	
be	the	same	next	month.	
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Final Notes

The	world	has	changed	and	is	still	changing	in	response	
to	COVID-19.	It	has	meant	that	businesses,	as	well	as	IT	
and	Cyber	teams	have	been	forced	into	a	huge	pivot.	
What	was	once	a	priority	has	been	abandoned	in	favour	of	
‘staying	viable’	instead.	

That	said,	we	didn’t	expect	to	see	such	a	rise	in	threat	
actors,	there	were	some	discussions	that	the	‘bad	guys’	
would	show	solidarity	and	avoid	targeting	hospitals	
and	medical	institutions	but	unfortunately	it’s	clear	this	
outbreak	has	been	seen	as	a	business	opportunity.	With	
this	in	mind,	organizations	must	stay	vigilant	in	cyber	
security	protection	and	training	of	employees,	remote	
working	or	not.	

As	a	final	positive	note,	we	can	see	that	‘technology’	has	
been	coming	to	the	rescue	of	businesses	big	and	small,	
allowing	them	to	keep	on	producing,	even	in	this	unique	
period.	And	we	see	it	as	a	catalyst	for	change	in	the	
months	to	come,	long	after	COVID-19	has	passed,	which	is	
an	interesting	prospect.	
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About Boardish

Boardish	allows	you	to	translate	your	information	on	
threats	and	solutions	into	clear	financial	risk	figures	and	
full	solution	costs	for	decision-makers.

Quantifying	and	simplifying	the	impact	of	threats,	and	
solution	combinations	into	a	clear	dashboard,	Boardish	
allows	for	a	quick	breakdown	of	various	threat	vectors	
both	on-prem	and	cloud.

The	aim	is	to	provide	tangible	and	quantifiable	risk	
analysis	to	cyber	security	and	bridge	the	gap	between	
IT	and	the	board	in	a	fast-paced	and	frequently	
changing	area	in	business.

Boardish	is	not	only	revolutionising	how	cyber	
professionals	approach	the	board,	sparking	the	
conversations	about	risk	that	we	need.	It	also	shows	
tangible	results	in	explaining	how	various	IT	and	cyber	
security	solutions	combat	specific	business	threats,	
ultimately	improving	security	posture.

Try Boardish for FREE today by visiting:

Boardish.io

https://app.boardish.io/dashboard 1/1
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Threats

Threat
Total Threat
Loss

Solution
Contribution
On-Prem 

On-Prem
Exposure 

Solution
Contribution
In-Cloud 

In-Cloud
Exposure 

No. of
Solutions 

Data Leakage $203.87M $198.98M $4.89M $173.29M $30.58M 3

Fire-Water
Disaster

$119.48M $107.54M $11.95M $0.00M $119.48M 1

Ransomware $111.35M $97.43M $13.92M $83.51M $27.84M 3

Phishing $38.65M $38.07M $0.58M $37.49M $1.16M 4

DenialOfService $32.12M $27.30M $4.82M $25.70M $6.42M 2

Solutions

Solution Total Solution Cost

Microsoft - M365 E5 $206,500.00

Meraki - Firewall $45,000.00

Eset - Endpoint Security $34,500.00

Veeam - Disaster Recovery $29,500.00

Fortinet - Fortigate $24,680.00

Internal -
UserAwarnessTraining

$15,000.00

CloudFlare - DDOSProtection $4,400.00

Annual Company Turnover 

$200,000,000

Filters

Regulation Loss Salary Loss Sale Loss Market Loss

Total Solution Cost

$359,580

Threat Loss Breakdown
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