3 OF THE BIGGEST CHALLENGES
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In 2019, 53% of companies found over 1,000 sensitive files were open to
every employee, leaving the organisation wide open to the risk of data
breach and leakage. Without a good security infrastructure and
strategy, it’s almost impossible to detect such issues before a breach
happens.
By 2020, the security budgets will largely be allocated towards
detection and response—about 60% of budgets will go towards this
goal, according to Gartner.
The truth is that security experts can’t provide absolute protection from
every possible threat, but they can create a strategy that will mitigate it.
It is up to them to ensure the business keeps operating with minimal
risk.

Now that every organisation uses digital tools and
platforms, it is crucial to have cybersecurity as an
integral part of business operations. But security
experts are still presented with challenges in
achieving this goal.

Challenge #1 - Cybersecurity is still trying to find its place
in the C-suite.
Challenge #2 - Real risk of cyber threats vs. buzzwords.
Challenge #3 - 'Selling' cybersecurity is hard.

Read on to find out more...

Challenge #1

Cybersecurity is still trying
to find its place in the Csuite
While the C-suite understands that an
organisation cannot exist without information
security, the clarity of the cybersecurity
expert role is still misunderstood. It’s not
always taken seriously or viewed as a role
that can drive growth. Many view it as the
role to patch and come up with ad-hoc
solutions that nobody likes but are required,
since, without such a role, the risk to the
organisation would be too high.
In their Rethink the Security & Risk Strategy,
Gartner states that: “By 2020, 100% of large
enterprises will be asked to report to their
board of directors on cybersecurity and
technology risk at least annually.”
What this prediction shows is that the role of
CISO is much more than the one who puts
out the fires. They must be a catalyst for
growth—cybersecurity and cyber resilience
are now the core security aspects of any
business that relies on technology.
When the C-suite and the board members
can’t see that, you must provide them with
the clarity on how much value CISO brings to
the organisation.

Tackling the Challenge
When CISOs report directly, their
overall security strategy becomes
as relevant as the CIO’s general IT
strategy and is not seen as just
another part of IT anymore, but as a
separate
area
with
shared
responsibility for the organisation’s
digital health. While the CIO
focuses on the overall IT strategy,
the CISO will focus on keeping
business safe from any risk this
might bring.

A CISO can ensure equal footing
by presenting their role in the
right
way—as
a
security
strategist
of
the
whole
organisation who will create
and
enact
practices
of
mitigating current risks and the
risks of every new technology
that
the
organisation
is
considering.

Challenge #2

Real Risk of Cyber Threats
vs. Buzzwords
Very often, it’s hard to distinguish
between actual risk to the organisation
or a buzzword that the board will be
hearing. The CISO must be the one to
differentiate between the two.
This differentiation is hard to do without
the right resources. Take zero-day
attacks as an example—you don’t know
the impact until you feel it, or in a
slightly better case, see it.
To know whether the threat is real or
not, you’ll need to read, test, simulate
attacks, and prepare for them and build
resilience for your organisation. You
need proper R&D to do all of that, and
what any R&D needs is resources.
Asking for resources from the board
without tangible evidence of risk will
almost never get approval. When the
risk is presented just as something that
might happen and without any
quantification to show the impact, it will
be very hard to get the board’s approval.

How can the board know if
approving the resources for you to
investigate threats, see which are
dangerous, and find solutions to
them and test them in sandbox
mode is a valid use of those
resources?
Wouldn’t
these
resources be spent better on
something other than security?

Challenge #2

Tackling Buzzwords
Risk assessment is often limited to guessing the most likely scenario and its impact,
often not presenting any tangible proof of how far-reaching consequences really can
be. The main reason for this is that it takes tremendous resources to even get all the
relevant data that will let you quantify risk and determine which ones are the most
likely to happen. Without real numbers, the risk remains a buzzword.

"Without resources to assess the risk, it’s hard to present
any risk as a real risk that will be taken seriously."
CISOs must, therefore, quantify risks and their impact on
the actual organisation, not just the industry in general.
The board will take risk much more seriously if they see
the financial impact and setback if it were to happen to
the organisation now, as opposed to averages that
happen in your industry.
Using tools that help you create a snapshot of the organisation’s current security will
give them a good idea on what kind of issue they might have to deal with in the long
run. You will need clarity here to make them see how much more it would cost to not
be prepared or build resilience for potential risks.

Challenge #3

'Selling' cybersecurity is
hard
CISOs are rarely seen as a sales position,
but this is exactly what the role is. A
CISO needs the board’s approval, and to
get it, they need to ‘sell’ the solution to
decision makers. They are the security
strategist who builds the organisation’s
resilience to threats and mitigates risk.
The board will often see the security
expert as nothing more than someone
who is trying to scare them with doom
scenarios if you aren’t talking numbers.
So, you must talk numbers, that’s how
you make the ‘sale’.

Tackling the Challenge
Focus on how your proposed solution will impact the organisation. The best way
to do this is by translating the cyber language into numbers like financial impact,
risk mitigation and exposure figures.

You can use Boardish to quantify threats to the organisation and apply the
impact to the current snapshot of the organisation to show how much
financial damage would happen.

Overall

The security landscape has matured, and threats are not far behind it. The current
level of innovation makes it hard to keep up with the right security solutions. CIOs,
while handling the IT strategy, need a partner who is on equal footing. CISOs
handle the security aspect of IT in their organisations.
Finding their rightful place in the C-suite is still a challenge, but organisations are
realising they need to include them. The security strategy must be more than
buzzwords and fearmongering—hard facts and numbers are what sells the
proposal.
Presenting threats in a tangible way by using tools like Boardish will help secure
the organisation and the CISO’s role within it.
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About Boardish
Boardish allows you to translate your information on threats and solutions into
clear financial risk figures and full solution costs for decision-makers.
Quantifying and simplifying the impact of threats, and solution combinations into
a clear dashboard, Boardish allows for a quick breakdown of various threat
vectors both on-prem and cloud.
The aim is to provide tangible and quantifiable risk analysis to cyber security and
bridge the gap between IT and the board in a fast-paced and frequently
changing area in business.
Boardish is not only revolutionising how cyber professionals approach
the board, sparking the conversations about risk that we need. It also
shows tangible results in explaining how various IT and cyber security
solutions combat specific business threats, ultimately improving security
posture.
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